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Abstract
Conventional supply chain risk management frameworks assume a fundamentally linear operating

environment — disruptions occur at predictable rates, propagate through well-understood channels, and

resolve on time horizons that allow for orderly response. This assumption is increasingly disconnected

from the operational reality faced by critical infrastructure operators in the current decade. This

monograph develops a framework for supply chain risk management in non-linear environments,

characterized by tail-heavy disruption distributions, cascading failures across coupled systems, and the

active exploitation of supply chain vulnerabilities by sophisticated threat actors. The framework is

designed to complement rather than replace existing risk management approaches and is intended for use

by operators in critical infrastructure sectors where conventional approaches have proven inadequate.

1. The Limits of Linear Risk Management

Risk management as practiced in most commercial supply chain contexts is grounded in actuarial methods

developed for environments in which disruption events are relatively frequent, relatively independent, and

relatively bounded in impact. Insurance markets operate effectively under these conditions because the law of

large numbers permits reliable pricing of risk; operational risk management programs operate effectively because

mitigation investments can be evaluated against quantifiable probability distributions.

Critical infrastructure supply chains increasingly operate outside these conditions. Disruption events are rare

relative to the underlying volume of activity, but the rare events that do occur impose disproportionately large

costs. Coupled systems — in which disruption at one node propagates to others through dependencies that may

not be obvious in normal operating conditions — produce cascading failures that violate the independence

assumptions underlying actuarial methods. And sophisticated threat actors actively probe supply chain systems

for exploitable vulnerabilities, introducing adversarial dynamics that linear risk frameworks are not designed to

address.

2. Characteristics of Non-Linear Risk Environments

Three characteristics define the non-linear risk environments addressed in this monograph:

Tail-Heavy Distributions. Disruption impact distributions are dominated by rare high-severity events

rather than the higher-frequency low-severity events that drive expected loss calculations in linear

frameworks. Mean-based risk metrics are correspondingly poor guides to the actual risk exposure of

systems operating in these environments.



Cascading Coupled Failures. Disruption at any individual node has the potential to propagate through

coupled systems in ways that are difficult to predict ex ante and that may produce total impacts substantially

larger than the disruption at the originating node. Risk frameworks that assess nodes in isolation

systematically underestimate aggregate exposure.

Adversarial Dynamics. Sophisticated threat actors actively select disruption targets on the basis of

strategic impact rather than operational ease. The result is a non-stationary risk environment in which the

locations and modalities of disruption shift in response to defensive investment and detection capabilities.

Static risk assessments rapidly become obsolete.

3. A Non-Linear Risk Management Framework

The framework proposed in this monograph rests on three principles intended to address the limitations of linear

risk management in the operating environments described above.

3.1 Scenario-Based Rather Than Probability-Based Assessment

Where probability distributions are unreliable — either because historical data is thin or because the underlying

generating process is non-stationary — risk assessment should proceed through structured scenario analysis rather

than through probabilistic modeling. Scenarios should be selected to span the relevant decision space rather than

to represent expected outcomes, with particular emphasis on tail scenarios that would impose unacceptable costs

if realized.

3.2 System-Level Rather Than Node-Level Analysis

Risk assessment should be conducted at the system level rather than the node level, with explicit modeling of the

coupling relationships through which disruption can propagate. System-level analysis permits identification of

cascade pathways and critical dependencies that node-level analysis cannot detect.

3.3 Dynamic Rather Than Static Risk Posture

In adversarial environments, risk posture must be reassessed continuously as threat actor capabilities, intentions,

and target selection evolve. Static risk assessments — even sophisticated ones — provide diminishing value over

time as the underlying threat environment shifts. Continuous monitoring and periodic reassessment are

operational necessities, not optional refinements.

4. Implementation Considerations

Implementation of the non-linear risk framework presents several practical challenges. Scenario-based assessment

requires the construction of credible disruption scenarios, which in turn requires access to threat intelligence and

operational context that may not be available to all operators. System-level analysis requires modeling

infrastructure beyond the boundaries of any individual operator, raising data access and coordination challenges.

Dynamic risk posture requires continuous analytical capacity that exceeds what most operators currently

maintain.

PLIANT's Atlas Intelligence Database is designed to support framework implementation by credentialed partners

through the provision of threat intelligence, system-level coupling assessments, and continuous monitoring

capabilities. Operators seeking to implement the framework without Atlas access can adapt the principles to their

available analytical capacity, though the resulting assessments will be correspondingly less robust.



5. Conclusion

Conventional supply chain risk management approaches retain substantial value in the operating environments for

which they were designed. The non-linear framework proposed here is intended to complement rather than

replace those approaches, providing analytical methods for the increasing share of critical infrastructure supply

chain risk that conventional approaches do not adequately address. The framework is deliberately

principles-based rather than prescriptive in order to accommodate the diversity of operating environments to

which it might be applied. PLIANT welcomes engagement from operators seeking to apply the framework in

specific contexts and from peer researchers seeking to extend or refine the underlying analytical methods.
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